
Introduction
This document defines the duties of the Data Operator (Operator) in terms of the processing of Personal Information on behalf of
Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd in compliance with the Protection of Personal Information Act, No. 4 of
2013 (PoPIA).

Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd Employee seeking completion of Leopard Transport (Pty) Ltd T/A Elite Truck
Hire (Pty) Ltd Information Processing Agreement by the Operator, must complete the relevant details before sending the document
to any Third Party.

Actions for the Operator
The Operator is then required to accept the terms of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd Information
Processing Agreement by filling in the name of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd, then printing and then
signing Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd Information Processing Agreement where applicable, as well as
have all signatories initialling each of the pages of the Agreement. Once completed the Agreement must be returned to Leopard
Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd, for further processing.

Once signed by Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd, a copy of the Agreement must be provided to the
Operator.

If Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd utilises a “Third-Party Service Provider” (TPSP) to process the Personal
Information of a Data Subject, Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd is subject to complying with Sections 20 and
21 of the Protection of Personal Information Act 2013 (PoPIA). Section 21(1) requires Leopard Transport (Pty) Ltd T/A Elite Truck Hire
(Pty) Ltd to enter into a written Agreement with a TPSP which processes Personal Information for or on behalf of Leopard Transport
(Pty) Ltd T/A Elite Truck Hire (Pty) Ltd in order to ensure that such TPSP establishes and maintains the Security Measures required
by the Protection of Personal Information Act 2013.

This Information Processing Agreement must be executed substantially in the format below with any TPSP.

A TPSP is a Service Provider that processes Personal Information for or on behalf of Leopard Transport (Pty) Ltd T/A Elite Truck Hire
(Pty) Ltd, otherwise known as an Operator. The provisions below are required in order for Leopard Transport (Pty) Ltd T/A Elite
Truck Hire (Pty) Ltd to comply with the provisions of the Protection of Personal Information Act 2013.
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The Operator agrees to the following, further details of which can be found in the Section headed “Information Security
Agreement”:

Only use and disclose the Personal Information in accordance with Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd’s
specific written instructions;
Take reasonable and appropriate, organisational and technical Security Measures to protect Personal Information supplied by
Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd or otherwise made available to the Operator;
Permit Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd to audit the Operator in terms of its compliance with Sections
19 to 21 of the Protection of Personal Information Act 2013; and
Comply with requests by Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd for access to the relevant Personal
Information following the receipt of a valid and approved Data Subject request.

The Operator is not permitted to sub-contract any of the processing of the Personal Information supplied by Leopard Transport
(Pty) Ltd T/A Elite Truck Hire (Pty) Ltd or otherwise made available to the Operator without first:

Ensuring the Operator will be compliant with the requirements of Sections 19 to 21 of the Protection of Personal Information
Act 2013; and
Obtaining prior written permission of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd.

The Operator also agrees to co-operate with any action required to fulfil the requests or demands of the Information Regulator as
outlined in the Act, whether directly by the Information Regulator or indirectly by Leopard Transport (Pty) Ltd T/A Elite Truck Hire
(Pty) Ltd.

An audit of the compliance of the Operator with Sections 19 to 21 of the Act is to be conducted by Leopard Transport (Pty) Ltd T/A
Elite Truck Hire (Pty) Ltd or its authorised Agent may include but is not limited to:

Ensuring that the Operator transfers Personal Information securely;
Ensuring that the Operator reports any Security Breaches or other problems to Leopard Transport (Pty) Ltd T/A Elite Truck
Hire (Pty) Ltd;
In any other way fulfil the duties of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd as outlined in Section 21 of the
Protection of Personal Information Act 2013.

Changes to this Policy
Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd reserves the Right to amend, alter and terminate this Policy at any time.

It is the duty of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd to monitor any changes to the Protection of Personal
Information Act 2013 and associated Regulations, and to ensure ongoing compliance with the Act. This may require amendments
from time to time of the Information Processing Agreement.
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RESPONSIBLE PERSON ON BEHALF OF Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd

Signed at on this day of
LOCATION DAY MONTH YEAR

Signature

 

Signed by
OF RESPONSIBLE PERSON  NAME OF RESPONSIBLE PERSON

THIRD PARTY SERVICE PROVIDER

Signed at on this day of
LOCATION DAY MONTH YEAR

Signature

 

Signed by
OF THIRD PARTY SERVICE PROVIDER  NAME OF THIRD PARTY SERVICE PROVIDER

WITNESS 1

Signed at on this day of
LOCATION DAY MONTH YEAR

Signature

 

Signed by
OF WITNESS 1  NAME OF WITNESS 1

WITNESS 2

Signed at on this day of
LOCATION DAY MONTH YEAR

Signature

 

Signed by
OF WITNESS 2  NAME OF WITNESS 2

APPENDIX A

Service Level Agreement

Service Level Agreement

Service Level Agreement

Service Level Agreement
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APPENDIX A
 

RELEVANT SECTIONS OF PROTECTION OF PERSONAL INFORMATION ACT,

ACT, No. 4 OF 2013

 

CHAPTER 3

CONDITIONS FOR LAWFUL PROCESSING OF PERSONAL INFORMATION

 

19. Security Measures on Integrity and Confidentiality of Personal Information

1. A Responsible Party must secure the integrity and confidentiality of Personal Information in its possession or under its control
by taking appropriate, reasonable technical and organisational measures to prevent -

a. Loss of, damage to or unauthorised destruction of Personal Information; and
b. Unlawful access to or processing of Personal Information.

2. In order to give effect to Section 19(1), Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd must take reasonable
measures to -

a. Identify all reasonably foreseeable internal and external risks to Personal Information in its possession or under its
control;

b. Establish and maintain appropriate Safeguards against the risks identified;
c. Regularly verify that the Safeguards are effectively implemented; and
d. Ensure that the Safeguards are continually updated in response to new risks or deficiencies in previously implemented

Safeguards.
3. Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd must have due regard to generally accepted Information Security

Practices and Procedures which may apply to it generally or be required in terms of specific industry or professional Rules and
Regulations.

 

20. Information processed by Operator or Person acting under Authority
An Operator or anyone processing Personal Information on behalf of a Responsible Party or an Operator, must -

1. Process such information only with the knowledge or authorisation of Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd;
and

2. Treat Personal Information which comes to their knowledge as confidential and must not disclose it, unless required by Law
or in the course of the proper performance of their duties.

 

21. Security Measures regarding Information processed by Operator
A Responsible Party must, in terms of a written Contract between Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd and the
Operator, ensure that the Operator which processes Personal Information for Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty)
Ltd establishes and maintains the Security Measures referred to in Section 19.

1. The Operator must notify Leopard Transport (Pty) Ltd T/A Elite Truck Hire (Pty) Ltd immediately where there are reasonable
grounds to believe that the Personal Information of a Data Subject has been accessed or acquired by any unauthorised
person.
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